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Abstract: Nowadays the vulnerability analysis for binary software is mainly based on the traditional reversing engi-
neering, which depends on the analyzers’ experience and is of low efficiency., This paper makes improvement on ex-
isting slicing technology and implementing bidirectional slicing to the binary software trace and obtaining key instruc-

tion sequences that lead to the exception. With little human analysis the fault localization can be made, which can

improve the vulnerability analysis efficiency.
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Bie 2 PR GER N L R, BRE R
[l 2 7E Bk e s B W18 2 PUT B 575 4h— ) E AR B
SEWR. BB )2 B (0 B8 A% 338 50 R T LASE o SR AR
“EIK — AR O R AR

BRI 7 R B AN RE IR AS B A e (B) AR B 4K
BB R AR EM B R LB R EEES
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3.2 ELHRINBERBIXRMNENX

B TR R SMEER, 5L R5M
B X R EARKEURASE S

# A Relation(i) Frn$84 ¢ AERAVEB I E
[l Re< ReR, [ ReR, | - &R, Rm MMM
¥ % . ReR, . ReR; ZHK#i T Re. ¥ T mov reg,,
mem, 7 AF reg KMEELTE mem Hudik & HAS =)
HIME , R E X regy<—mem | mem .

3.3 ERMIAMEEREZ

{#i F§ ADFDSA (Advanced Data-Flow Dynamic
Slicing Algorithm) R4 i B ¥k, Bk 3 IH
REAVPREICRNEE, BEEEKECR,
Fo T B AL RIY) AR R T DR iR &
WHE S TFIE %, DA TUAR BE. BRI T s

WMAEr RRBBRENEELEES; Com-
pList ILRBEAREL M7 42 BAEMTTEATEG

VR E N B ARMEA W B R B KT
EXIES;

AR B : line (v) 2 v BT A5 24788 Block
(D FRAT 1 IR T E R EA P RCHin(BD. ReR
1 RCHout(Bi). ReR F/RHA S Bi i A M H 19
fim B FE S ReR BIHI{H ; Relation(D) FaR$E 4 i 4b
BRI R <Re, ReR>FJR.

1. ADFDSA(CompList,7)

2. for <x,line(x)>> in Complist

3. for<<Re,ReR> in Relation(i)

1. if t==Re

5. if Re==ReR

6. V. update(w,1)

7. else

8. V. add(ReR, 1)

9. if (any <Rel,ReR; >in {V— <z, line(x)
>1&& ! =Re)

10. V. delete(x, line(x))

11. if ins { is exit node

12, if

RCHin(Block(7)). ReR= = 1&.&RCHout (Block(i)).
ReR==0

13. CompList. delete(ReR)

14. ADFDSA (CompList, ——1)

55 4~10 FrRASBEHA IR CompList H' x 4K
HA G, WPk ot B 10 % B AT BOCEFT, Bl Vo
WA D&, IR « BT L&,
NP = FEL AT RN, 11~ 13 FTFE BA R O
155 AL AR R A H By 5L 1) 2 ) B A BE R S A i
JEB AT, QN SRGE T, TR A XS I B 51 3%
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RE Z BT IRTE AR, R 3250 A R 0 3 /E BUhR
WM AT 53 ML R,

BT 20 7 7E 5230 E A AR F AR bR
HIMER. R 48250 A =EAERE BB R RE R
1824 (Normallns) , R EARICTHBR B R oK TE S &
(Specilns) F1 H {1 7 #§ 2 £ (Remainder). Norma-
IIns W84 55 U0 R P SRR OC AR R 5 1M
Specilns R4 RBERMERMEN B Z ZH#
YESZ W, 7 4 I X A iD #E AT M BR 5 Remainder #7(1)
BARTFHITETALEE. Bim Y] B FSA (Forward-
ing Slicing Algorithm) BB BRI T :

AP Ins(i) FIRE | MES s Relation(d) TR
A4 X L AR R O 7

WA L4854 Normallns, Specilns, Remainder
BV ERERDE 1 WERERNES

1 FSA(V,0)// 356 i 382 i3t

2 for Relation(z)

3 if Ins(:)Remainder

4 FSA(V,i+1)// FUEATAL 2

5 else if Relation(7). Re. flag == 1

6 if Ins(z) Specilns

7 V. remove(Relation(i). Re)

8 else

9 V. add(Relation(7). ReR) // TInfric
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10 V. update()
11 Relation(s). ReR. flag = 1
12 FSA(V,i+ 1)
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void copy(char * input) {«s+e--
strepy(output, input) ;

int main() {+«+---

R ASE input KT KB 5B
R AR BR R, EREKFRF R A2 M)
HEA FEIES N ret 0x0012{{84[ 0x61616161 ],
AT E Y R AR B S ST R, SR
WFRRNEIE LS WPATFFS

(00000040) mov ecx, DWORD PTR [ebp —
0x34 ]

(00000044) shr ecx,0x2

(00000045) rep movs DWORD PTR es:[ edi],

DWORD PTR ds:[esi] s+«

(00001062) mov BYTE PTR [esi],al

SIS 40 BIFE S K ecx R 0x0c, ecx 154
i35 4 rep movs DWORD PTR es: [ edi], DWORD
PTR ds. [ esi |(FAEFREL, i esi #1 edi 2 HIliC R &
input i output FHiLAE, BT LLAIWT ecx LA FAR/F
BHEE. HLFERE R 40 &b ecx FE FHIM
) esi Fl edi {8, B T WiRF~A4 HREH.

IANE T IATIF S AT LLE 1, JF 5 40 B 1062
B384 5 R BT XU U) 7 18 B M FF 1 18 2
RA 84, M LAE th X Fp oy 8: 6] LLK KB 434 1
fE£.

5.2 MEYIFHAELERIE

B E A W E SRR ATTR K BiR, 10
SRHE AT IS A 7 51 FHd % B b 8 B R 1 L ) 1) F0
YRSB4 &8 B Ev R EARE TR
Jrid, ] RBS FoRJ5 MY B B B K8
NBS MR Gk 2REREHBM A RS
B H ;FS Ra W RRT MY R IR45 00 32 50 A 2 0 1 A4S
HEH ;BFS RSB R TS 6 R EINE
A% H. Org £ B PITHIIE S 54 H. 153
FISCEEE IR 1 Brn.

R1 BXERHEIRER

RR%S Org RBS NBS FS BFS BFS/Org(e-5)
CVE-2008-6415 45 019 952 584 4529 1 587 924 3 144 6. 983
CVE-2007-1404 151 321 654 46 79 564 2 456 211 1055 6. 971
CVE-2010-2204 1173 735 22 1031 255 458 1005 85. 62
CVE-2010-2862 725 894 584 58 37 255 4 547 885 10 224 1. 408
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